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Facts about Nexus

An independent vendor of IT security and

Facts about Nexus

p y
eCommunication products and solutions

Founded 1984

Listed on Stockholm Stock Exchange since 1998

HQ in Stockholm, offices in Berlin and Paris

Strong references in large corporates and Strong references in large corporates and 
organizations as
Volkswagen, SEB, IKEA, Bundeswehr, …

Strong network of solution and technology g gy
partners as
Siemens, T-Systems, IBM, HP, Bundesdruckerei, 
Microsoft, utimaco, gemalto, …
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eID Cards Do I really need it ?

ID C d  V i U CeID Cards – Various Use Cases
Corporate Environment – Acceptance
Governmental Usage - Acceptanceg p
Private Usage – Acceptance

German ePA and others
Blocking Points in using a digital ID
Successful Implementation Example: 
S edish BankIDSwedish BankID
What can we learn from the BankID
experience?experience?



What are eID cards?
h h b d
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Where can they be used?

Authentication (Logon/Logoff)

Corporate 
Usage

SSO (Simple Sign On)
Encryption (e-mails,VPNs)
Signature
Ph i l A  C t lPhysical Access Control Authenticaiton

Non-Repudiation
Signature
eGovernment

Public SectorPrivate 

eGovernment

Public SectorUsage
Online Banking
E-Mail Encryption
I t t Sh iInternet Shopping
Signature (Non-Rpudiation)



Why Strong Authentication?
20/10/2009

Why Strong Authentication?

Identity theft is becomming the fastest Identity theft is becomming the fastest 
growing crime rate in hightech countries
(e.g. Pharming, Phishing, Skimming etc.)(e.g. Pharming, Phishing, Skimming etc.)
Internet applications e.g. Online Banking, 
eGovernment, eHealth etc. need clear and
unambigous identification of a person in a 
virtual space.
Fi ht i d t i l iFight industrial espionage
Etc.



What we (should) get
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What we (should) get

Authenticity – no wrong identity

Confidentiality – no eavesdroppingy pp g

Integrity – no data manipulation

l b l d f lAvailibility – no data filters



Example: German ePA
l d d
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Electronic Identity Card 

I d f 01 11 2010Issued from 01.11.2010
Mandatory: digital   
photograph of bearerphotograph of bearer

for police and border controls only

Arbitrary: „Internet Identity“
name and address
date and place of birth
expiry datep y

Arbitrary: 2 fingerprints
For police and border control only

Optional (extra costs): qualified digital                    
signature
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Blocking Points for the use of a 
d l
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digital ID?

No unique national ID in Germany (no
„numbering“ of the citizens)
Infrastructure still insufficientInfrastructure still insufficient
Suspicion in the German population still high
A couple of different trust centers who want toA couple of different trust centers who want to
run their business

What are others doing? 



Example: Swedish BankIDExample: Swedish BankID

BankID is a national solution for electronic BankID is a national solution for electronic 
identification and signing provided by Swedish banks.
BankID is used by government, private companies 
and banksand banks
BankID is an IT infrastructure, including processes 
and a business model. 
B kID  d l d t  t i t  f  BankID was developed to meet requirements from 
the Swedish authorities to enable e-government and 
also meet security requirements for Internet banking
M t S di h b k   t d t  B kIDMost Swedish banks are connected to BankID
BankID has been in production for more than 6 years



Some Important factsp

One national ID-number accepted and used by 
everyone 
The banks issue BankIDs to their Internet bank 
customers 
The bank guarantees the identity of the BankID
user
More than 60% of the Swedish population are 
Internet bank users



Gender and age of BankID usersGender and age of BankID users
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Transactions per business sectorTransactions per business sector
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Same user experienceSame user experience



What can we learn from BankID?
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What can we learn from BankID?

A digital ID which shall really be accepted…A digital ID which shall really be accepted…
…needs a working business model
…must provide cross industry usage
…must be accepted by governmental institutions
as well as by commercial service providers and end 
users
…should be provided by a dedicated organization 
that handles all important parts of the 
infrastructure (need some anchor of trust)
…must provide a cost effective and scalable 
infrastructure where “one size fits all”
…must be easy to use for all relying parties y y g p
…should be free for the user
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