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Facts about Nexus

An independent vendor of IT security and
eCommunication products and solutions

Founded 1984
Listed on Stockholm Stock Exchange since 1998
HQ in Stockholm, offices in Berlin and Paris

Strong references in large corporates and
organizations as
Volkswagen, SEB, IKEA, Bundeswehr, ...

Strong network of solution and technology
partners as

Siemens, T-Systems, IBM, HP, Bundesdruckerei,
Microsoft, utimaco, gemalto, ...
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elD Cards - “Do | really need it”?

elD Cards — Various Use Cases

= Corporate Environment — Acceptance
= Governmental Usage - Acceptance
= Private Usage — Acceptance

German ePA and others
Blocking Points in using a digital ID

Successful Implementation Example:
Swedish BanklID

What can we learn from the BankID
experience?
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What are elD cards?
Where can they be used?

Authentication (Logon/Logof -
SSO (Simple Sign On)

Encryption (e-mails,VPN

Signature

Physical Access Control Authenticaiton

Non-Repudiation
Signature
eGovernment

Public Sector

Online Banking
E-Mail Encryption
Internet Shopping

Signature (Non-Rpudiation) ﬁexus




20/10/2009

Why Strong Authentication?

Identity theft iIs becomming the fastest
growing crime rate in hightech countries

(e.g. Pharming, Phishing, Skimming etc.)

Internet applications e.g. Online Banking,
eGovernment, eHealth etc. need clear and
unambigous identification of a person in a
virtual space.

Fight industrial espionage
Etc.
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What we (should) get

Authenticity — no wrong identity
Confidentiality — no eavesdropping
Integrity — no data manipulation

Avallibility — no data filters




Example: German ePA
Electronic Identity Card

Issued from 01.11.2010

Mandatory: digital
photograph of bearer

= for police and border controls only
Arbitrary: ,Internet ldentity“

» name and address

= date and place of birth

= expiry date

Arbitrary: 2 fingerprints

= For police and border control only

Optional (extra costs): qualified digital «
signature ﬁexus
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Der neue Personalausweis vereint den herkOmmlichen Ausweis und
elektronische Funktionen

Herkemmlicher Ausweis Elektronische Funktionen

Immer (verplichiend)
® digitales Lichtbild
(nur Tr F?p_lge und G_remlr.o'rtrolle)

Auf Wunsch (in der Gebuinr enthalten)

: B Internetauswels (Name, Anschrft,
e o Geburtstag, Geburtsort, Ablaufdatum)
o ® 2 Fingerabdricke
{nur fur Polze und Grenzkontrolie)
Ab 01.11.2010: Aut Wunsch (mit Zusatziesten).
Auswois in Schockkartengréfie Jl SR

Quelle: Bundeerin starirr dox reen Plasungestand 20 11 3008)
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Blocking Points for the use of a
digital 1D?

No unique national ID in Germany (no
,2nhumbering“ of the citizens)

Infrastructure still insufficient
Suspicion in the German population still high

A couple of different trust centers who want to
run their business

What are others doing?
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Example: Swedish BankID

BankID is a national solution for electronic
Identification and signing provided by Swedish banks.

BanklID is used by government, private companies
and banks

BanklID iIs an IT Infrastructure, including processes
and a business model.

BankID was developed to meet requirements from
the Swedish authorities to enable e-government and
also meet security requirements for Internet banking

Most Swedish banks are connected to BankID
BanklID has been in production for more than 6 years
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Some Important facts

One national ID-number accepted and used by
everyone

The banks issue BanklIDs to their Internet bank
customers

The bank guarantees the identity of the BanklID
user

More than 60% of the Swedish population are
Internet bank users
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Gender and age of BankID users

20,0%

18,0%

16,0%

14,0%

12,0%

10,0%
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6,0%

4,0%

2,0%
0,0%

6,7 a %
5 58, 0 61, Y6
64,3%
Lf7 79 46,3%

0 1 1 1 1 1 1 1 1 1 1 1 1
13-17 18-24 25-30 31-36 37-42 43-48 49-54 55-60 61-66 67-72 73-

Source: Finansiell D-Teknik BID AB
Ages February 2009 2.6




Transactions per business sector

" Municipalities

® National Government
Portal Services
Financial Services

= Other private sector
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Same user experience
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What can we learn from BankID?

A digital ID which shall really be accepted...
v ..needs a working business model
v ..must provide cross industry usage

v’ ..must be accepted by governmental institutions

as well as by commercial service providers and end
users

v ...should be provided by a dedicated organization
that handles all important parts of the
Infrastructure (need some anchor of trust)

v’ ..must provide a cost effective and scalable
iInfrastructure where “one size fits all”

v .. must be easy to use for all relying parties_
v ...should be free for the user ﬁexus
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©  Questions?

Karin Loleit
Technical Account Manager
CISA CISSP

Office: +49 30 206 14 15 20
Mobile: +49 172 40 33 204

karin.loleit@nexussafe.com
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